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New and Emerging Technologies

Technology is evolving at a rapid pace that can be abused by terrorist actors, as well as, provide
opportunities for Counter Terrorism Law Enforcement authorities

Hlustrative

“Requests the Office of Counter-Terrorism and other relevant Global Counter-Terrorism
Coordination Compact Entities to jointly support
, upon their request, for the
provide, including the human rights aspects, in preventing and countering terrorism.”
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Global Counter-Terrorism Programme on Cybersecurity and New Technologies

Strategic United Nations commitment to Member States have primary responsibility
the world without terrorism for combatting terrorism

UNCCT/UNOCT Global Programme on Cybersecurity and New Technologies

Knowledge development and awareness raising

Capacity building for policy development

@ Capacity building for preparedness, resilience, mitigation and
response

Capacity building for investigations

o 1iny
il
i o

(,ﬁ‘<<

7 N, UNITED NATIONS
Y OFFICE OF COUNTER-TERRORISM
W\‘{J/



Programme Achievements

The Cyber and New Technologies Programme efforts has resulted in notable achievements

More than 150 Member
States have benefited

5 new Knowledge
products have been published

Over 3000 officials acquired

new skills and knowledge

32% Women and 68%
Men Trained
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Knowledge Products

Examples of knowledge products developed under the Cyber & New Technology Programme

COUNTERING TERRORISM ONLINE
WITH ARTIFICIAL INTELLIGENCE

City Preparedness
for Cyber-Enabled
b = Terrorism
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City Preparedness for
Cyber-Enabled Terrorism
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ALGORITHMS AND TERRORISM:

THE MALICIOUS USE OF ARTIFICIAL
INTELLIGENCE FOR TERRORIST PURPOSES
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Terrorist Purposes
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Guide for National
Cybersecurity
Strategy

Strategic Engagement in Cybersecurity ING THE INTERNET AND SOCIAL MEDIA

. . R COUNTER-TERRORISM INVESTIGATIONS
Guide to Developing a

National Cybersecurity
Strategy

2nd Edition 2021

OSINT for Counter-
Terrorism
Investigations
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Security Council Resolution

SC Resolution 2341(2017) on protection of critical infrastructure against terrorist threats

Protection efforts entail multiple streams of efforts, such as planning; public information and warning;
operational coordination; intelligence and information sharing; interdiction and disruption; screening, search and
detection; access control and identity verification; physical protective measures; risk
management for protection programmes and activities; and supply chain integrity and security

Calls upon MS to consider developing or further improving their critical
infrastructure

Recalls that all States
and calls upon all Member States to ensure that they have established criminal responsibility for
terrorist attacks intended to destroy or disable critical infrastructure, as well as the planning of,
training for, and financing of and logistical support for such attacks;.

Urges all States to ensure that all their relevant domestic departments, agencies and other
of protection of critical infrastructure




7th Review of the UN Global Counterterrorism Strategy (GCTS)

Critical Infrastructure Protection - 7th review of the GCTS

=

GLOBAL Cgl{_gEER&ERRORISM 7t Review of UN Global CT Strategy

...Urges all MS to take all necessary measures to prevent such attacks and to
counter such terrorist acts, including the prosecution of perpetrators

Encourages MS to consider developing or further improving their strategies for
reducingrisks to critical infrastructure from terrorist attacks

Further calls upon MS States to establish or strengthen national, regional and
international partnerships with stakeholders, both public and private, as

appropriate, to share information and experience in order to prevent, protect
against, mitigate, investigate, respond to and recover from terrorist attacks...



National Computer Security Incident Response Teams (CSIRT)

National CSIRTs are the national point of contact for domestic incident-response stakeholders and for other
national CSIRTs around the world

Worldwide there are currently 118 National CSIRTs

Source(s): ITU



Law enforcement role in cybersecurity

Law enforcement agencies - reduce the number of threat actors by prosecuting culprits for

criminal acts lllustrative
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Cybersecurity - Roles and Responsibilities

National CSIRTs and Law Enforcement Authorities play a central role with regards to cybersecurity and cyber
incidents

National CSIRTs Law Enforcement Authorities
« Cyber-incidents « Cyber crimes
* Priority to recovering system and making * Priority to attributing the attack and
them less vulnerable to future attacks prosecuting the culprit
(“technical mentality”) . Attributing the attack and collecting
« Securing and rebuilding compromised evidence
system * No role in protection and hardening of
* Protection and hardening of systems to systems, exploitation of vulnerabilities
reduce the risk of incident + Deterring attacks through prosecution of
« Deterring attacks through protection and criminals

hardening of systems



Cybersecurity Responsibility Matrix

Duties: Prior to incident/crime

High-Level
During Incident / Crime Post Incident / Crime
Law Judges /
CSIRT
Enforcement Magistrate Prosecutors

Collecting cyber-threat intelligence \/ \/ \/
Analysis of vulnerabilities and threats \/ \/ \/
Issuing recommendations for ‘/
new vulnerabilities and threats
Adyvising potential victims on \/
preventive measures against cyber-crime




Cybersecurity Responsibility Matrix

Duties: During the incident/crime

High-Level
Prior to Incident / Crime Post Incident / Crime
Law Judges /
CSIRT .
Enforcement Magistrate Prosecutors

Discovery of the cyber-incident/crime

Classification of the cyber-incident/crime
Identification of the type & severity of a compromise
Evidence collection

Preserving the evidence

Mitigation of an incident

Conducting criminal investigation

Ensuring that fundamental rights are respected
during the investigation and prosecution

SR Y Ne NS
RE NSSNSN S
111




Cybersecurity Responsibility Matrix

Duties: Post incident/crime

High-Level

Prior to Incident / Crime During Incident / Crime

Systems recovery

Protecting the constituency

Analysis and interpretation of collected evidence
Requesting testimonies from CSIRT and LE
Admitting and assessing the evidence

Judging who committed a crime

Assessing incident damage and cost

Reviewing the response and updating
policies and procedures

CSIRT
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Cooperation

Why co-operation is important?
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Better mitigation of cyber- ] . Greater availability of
. Better quality of electronic ) .
incidents as well as . expertise and specialized

o - W evidence .
cybercrime investigations technical tools
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Increased ability to
respond to the large-scale
attacks on national
infrastructure

Improved availability of
information about
vulnerabilities and threats

Greater security in society




Cooperation between CSIRT and Law Enforcement

How LE-CSIRT cooperation can be improved?

National
CSIRTs
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» Legal frameworks establishing
formal rules for co-operation

* Internal policies
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Capacity Building

Threat-actor focused cybersecurity capacity building to foster cooperation between CSIRTs and Law Enforcement
Authorities

* Collaboration with the OAS:
« TTXlater today

I Let’s start |

|

 Collaboration with the ITU:

Al of your fles have been encrypted by a miltary grade — Global and regional cyber drills to
encryption protocol, which cannot be broken. Not ever °
e o s o badors e s o A Vo s foster co-operation between

CSIRTs and law enforcement

only one chance - pay and get the decryption key. Time
is limited for this offer.If you do not act up, Planetonia’s

critical infrastructure assets such as the national

radlways, the power stabon and many others will be hit

e  Collaboration with the Counter-

YOUR DATA Payment instructions: Terrorism Preparedness Network:
WILL BE

DELETED IN:

22:34:57

 Development of knowledge to
2 increase cities’ preparedness to
Pessword: your orgartzeton neme terrorist cyber-attacks

et CHA — - Table-top exercise for cities
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Cybersecurity and
New Technologies

Akvile Giniotiene,
Head, Cyber and New Technologies Unit
akvile.giniotiene@un.org
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